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Things are Heating Up 

CHRIS MCDANIEL                                 

JUNE 2022 

As we all prepare for the hot and scorching weather 

the Yadkin County IT Department has some hot 

news to share with you. As most of you know we 

have officially implemented everyone to the new 

email system, and everyone should have their email 

back. If you don’t, please let us know by submitting 

an IT request ticket and we can get that corrected for 

you. Also, we would like to share more exciting 

things that are coming to better assist you with your 

work and the recent changes that were made. We are 

looking forward and getting prepared to start offering 

training classes for everyone that would like to learn 

how to use and implement all the great features we 

have and can do with the new system. We are also 

looking to start holding an IT version of new hire 

orientation to show the new employees all the great 

resources they will have the opportunity to use.  

 

Just a friendly reminder if you have not completed 

your KnowBe4 Security Awareness Training please 

do so as soon as possible as this will help teach you 

better ways to protect yourself from cyber threats. 

Lastly, remember the attackers are out there 

constantly looking for new ways to steal our 

information. Let’s not fall prey to their tricks and 

work hard to keep them away. Remember to Think 

Before You Click. Hope Everyone has a Great Day 

and Stays Safe. 

 

 

 

 

Cybercriminal Steals 1 Million Facebook 

Account Credentials Over 4 Months 

TECHREPUBLIC                                         

JUNE 9, 2022 

As phishing attacks continue to be a go-to for threat 

actors, one scam found that a user had stolen a million 

Facebook account credentials over the span of four 

months. Anti-phishing company PIXM found that a fake 

login portal was being used for Facebook as a stand-in 

for the social media site’s landing page, and users were 

entering their account information in an attempt to log 

in to the site only to have their information stolen.  

“It’s impressive the amount of revenue that a threat 

actor can generate even without resorting to 

ransomware or other common forms of fraud like 

requesting gift cards or emergency PayPal requests,” 

said Chris Clements, vice president of solutions 

architecture at cybersecurity company Cerberus 

Sentinel. “With enough scale, even actions like 

advertising referrals that result in pennies can add up to 

amounts that become compelling for cybercriminals to 

exploit.” 

Phishing Tactics Used to Steal Facebook Credentials  

When PIXM dug further into the fake landing page, 

they found “a reference to the actual server which 

hosted the database server to collect users’ entered 

credentials”, which had been modified from that of the 

legitimate URL, and led to a series of redirects. Also 

within the code, PIXM discovered a link to a traffic 

monitoring application, which allowed the anti-phishing 

company to view the tracking metrics. This led to PIXM 

to uncover not only the traffic information from the 

cybercriminals page, but also a host of other fake 

landing pages as well. 

“People often underestimate the value of their social 

media accounts, failing to enable MFA and otherwise 

protect their accounts from cybercriminals. 

Unfortunately, when bad actors take over an account, it 

is often used to attack their own friends and family,” 

said Erich Kron, security awareness advocate at 

KnowBe4. “Through the use of a real account that has 

been compromised, bad actors will use the trust inherent 

in a known connection to trick people into taking actions 

or risks they normally would not.” 
 

The links found were to be originating from Facebook 

itself, as threat actors would gain access to a victim’s 

account, then send harmful links in mass to the victim’s 

friends to cultivate more account credentials. Using 

services like glitch.me, famous.co, amaze.co and funnel-

preview.com, the websites would deploy and generate 

URLs of the fake Facebook page, thus tricking 

individuals into entering and having their account 

information stolen. After further investigation the attacks 

appeared to be coming from a threat actor in Colombia, 

along with the email address of the person performing 

the attacks. 
 

Ways to Avoid Falling Victim to Facebook Phishing 

 

A major way to stop these attacks is by not clicking on 

links that seem phony or illegitimate, even if they seem 

to be coming from a friend or trusted source. Even 

though someone close to you may send you a link, 

doesn’t mean it is actually coming from that person’s 

account. 
 

You should be aware of the type of fraud campaigns that 

cybercriminals are conducting and stay on guard. If you 

receive any unusual request from social media contacts 

make sure to verify, if possible, by calling them to make 

sure the request was legitimate. 
 

The best way to avoid having your account 

compromised is by using MFA, which requires a code or 

string of numbers to be entered before someone can 

access your account. This can help deter cybercriminals 

by not having all the information needed to log into a 

compromised account. 

 

This article provided by TechRepublic and may be 

found via the link provided here: TechRepublic. 

 

https://www.techrepublic.com/article/a-cybercriminal-stole-1-million-facebook-account-credentials-over-4-months/?utm_source=email&utm_medium=referral&utm_campaign=top-story-of-the-day
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